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Hosts Executive Summary
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0 0 7 0 30

CRITICAL HIGH MEDIUM LOW INFO

Vulnerabilities Total: 37

SEVERITY CVSS
V2.0

PLUGIN NAME

MEDIUM 6.4 51192 SSL Certificate Cannot Be Trusted

MEDIUM 6.4 57582 SSL Self-Signed Certificate

MEDIUM 6.1 104743 TLS Version 1.0 Protocol Detection

MEDIUM 5.0 57608 SMB Signing not required

MEDIUM 5.0 42873 SSL Medium Strength Cipher Suites Supported (SWEET32)

MEDIUM 4.3 65821 SSL RC4 Cipher Suites Supported (Bar Mitzvah)

MEDIUM 4.3 58453 Terminal Services Doesn't Use Network Level Authentication (NLA) Only

INFO N/A 21745 Authentication Failure - Local Checks Not Run

INFO N/A 104410 Authentication Failure(s) for Provided Credentials

INFO N/A 45590 Common Platform Enumeration (CPE)

INFO N/A 10736 DCE Services Enumeration

INFO N/A 54615 Device Type

INFO N/A 35716 Ethernet Card Manufacturer Detection

INFO N/A 86420 Ethernet MAC Addresses

INFO N/A 10785 Microsoft Windows SMB NativeLanManager Remote System Information
Disclosure

INFO N/A 11011 Microsoft Windows SMB Service Detection

INFO N/A 100871 Microsoft Windows SMB Versions Supported (remote check)

INFO N/A 106716 Microsoft Windows SMB2 and SMB3 Dialects Supported (remote check)
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INFO N/A 11219 Nessus SYN scanner

INFO N/A 19506 Nessus Scan Information

INFO N/A 43815 NetBIOS Multiple IP Address Enumeration

INFO N/A 11936 OS Identification

INFO N/A 56984 SSL / TLS Versions Supported

INFO N/A 10863 SSL Certificate Information

INFO N/A 70544 SSL Cipher Block Chaining Cipher Suites Supported

INFO N/A 21643 SSL Cipher Suites Supported

INFO N/A 57041 SSL Perfect Forward Secrecy Cipher Suites Supported

INFO N/A 96982 Server Message Block (SMB) Protocol Version 1 Enabled (uncredentialed
check)

INFO N/A 22964 Service Detection

INFO N/A 25220 TCP/IP Timestamps Supported

INFO N/A 121010 TLS Version 1.1 Protocol Detection

INFO N/A 136318 TLS Version 1.2 Protocol Detection

INFO N/A 64814 Terminal Services Use SSL/TLS

INFO N/A 10287 Traceroute Information

INFO N/A 135860 WMI Not Available

INFO N/A 10150 Windows NetBIOS / SMB Remote Host Information Disclosure

INFO N/A 10940 Windows Terminal Services Enabled
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0 0 6 0 38

CRITICAL HIGH MEDIUM LOW INFO

Vulnerabilities Total: 44

SEVERITY CVSS
V2.0

PLUGIN NAME

MEDIUM 6.4 51192 SSL Certificate Cannot Be Trusted

MEDIUM 6.4 57582 SSL Self-Signed Certificate

MEDIUM 6.1 104743 TLS Version 1.0 Protocol Detection

MEDIUM 5.8 84502 HSTS Missing From HTTPS Server

MEDIUM 5.0 57608 SMB Signing not required

MEDIUM 5.0 42873 SSL Medium Strength Cipher Suites Supported (SWEET32)

INFO N/A 46180 Additional DNS Hostnames

INFO N/A 21745 Authentication Failure - Local Checks Not Run

INFO N/A 104410 Authentication Failure(s) for Provided Credentials

INFO N/A 45590 Common Platform Enumeration (CPE)

INFO N/A 10736 DCE Services Enumeration

INFO N/A 54615 Device Type

INFO N/A 43111 HTTP Methods Allowed (per directory)

INFO N/A 10107 HTTP Server Type and Version

INFO N/A 12053 Host Fully Qualified Domain Name (FQDN) Resolution

INFO N/A 24260 HyperText Transfer Protocol (HTTP) Information

INFO N/A 42410 Microsoft Windows NTLMSSP Authentication Request Remote Network
Name Disclosure

INFO N/A 10394 Microsoft Windows SMB Log In Possible
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INFO N/A 26917 Microsoft Windows SMB Registry : Nessus Cannot Access the Windows
Registry

INFO N/A 11011 Microsoft Windows SMB Service Detection

INFO N/A 100871 Microsoft Windows SMB Versions Supported (remote check)

INFO N/A 106716 Microsoft Windows SMB2 and SMB3 Dialects Supported (remote check)

INFO N/A 11219 Nessus SYN scanner

INFO N/A 19506 Nessus Scan Information

INFO N/A 24786 Nessus Windows Scan Not Performed with Admin Privileges

INFO N/A 11936 OS Identification

INFO N/A 35705 SMB Registry : Starting the Registry Service during the scan failed

INFO N/A 56984 SSL / TLS Versions Supported

INFO N/A 83298 SSL Certificate Chain Contains Certificates Expiring Soon

INFO N/A 42981 SSL Certificate Expiry - Future Expiry

INFO N/A 10863 SSL Certificate Information

INFO N/A 70544 SSL Cipher Block Chaining Cipher Suites Supported

INFO N/A 21643 SSL Cipher Suites Supported

INFO N/A 57041 SSL Perfect Forward Secrecy Cipher Suites Supported

INFO N/A 22964 Service Detection

INFO N/A 84821 TLS ALPN Supported Protocol Enumeration

INFO N/A 121010 TLS Version 1.1 Protocol Detection

INFO N/A 136318 TLS Version 1.2 Protocol Detection

INFO N/A 64814 Terminal Services Use SSL/TLS

INFO N/A 10287 Traceroute Information

INFO N/A 135860 WMI Not Available

INFO N/A 11422 Web Server Unconfigured - Default Install Page Present

INFO N/A 10150 Windows NetBIOS / SMB Remote Host Information Disclosure



8

INFO N/A 10940 Windows Terminal Services Enabled
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1 1 7 0 39

CRITICAL HIGH MEDIUM LOW INFO

Vulnerabilities Total: 48

SEVERITY CVSS
V2.0

PLUGIN NAME

CRITICAL 10.0 108797 Unsupported Windows OS (remote)

HIGH 7.5 34460 Unsupported Web Server Detection

MEDIUM 6.4 51192 SSL Certificate Cannot Be Trusted

MEDIUM 6.4 57582 SSL Self-Signed Certificate

MEDIUM 6.1 104743 TLS Version 1.0 Protocol Detection

MEDIUM 5.0 57608 SMB Signing not required

MEDIUM 5.0 35291 SSL Certificate Signed Using Weak Hashing Algorithm

MEDIUM 5.0 42873 SSL Medium Strength Cipher Suites Supported (SWEET32)

MEDIUM 4.3 65821 SSL RC4 Cipher Suites Supported (Bar Mitzvah)

INFO N/A 10114 ICMP Timestamp Request Remote Date Disclosure

INFO N/A 46180 Additional DNS Hostnames

INFO N/A 21745 Authentication Failure - Local Checks Not Run

INFO N/A 104410 Authentication Failure(s) for Provided Credentials

INFO N/A 45590 Common Platform Enumeration (CPE)

INFO N/A 10736 DCE Services Enumeration

INFO N/A 54615 Device Type

INFO N/A 43111 HTTP Methods Allowed (per directory)

INFO N/A 10107 HTTP Server Type and Version

INFO N/A 12053 Host Fully Qualified Domain Name (FQDN) Resolution
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INFO N/A 24260 HyperText Transfer Protocol (HTTP) Information

INFO N/A 42410 Microsoft Windows NTLMSSP Authentication Request Remote Network
Name Disclosure

INFO N/A 10394 Microsoft Windows SMB Log In Possible

INFO N/A 10785 Microsoft Windows SMB NativeLanManager Remote System Information
Disclosure

INFO N/A 26917 Microsoft Windows SMB Registry : Nessus Cannot Access the Windows
Registry

INFO N/A 11011 Microsoft Windows SMB Service Detection

INFO N/A 100871 Microsoft Windows SMB Versions Supported (remote check)

INFO N/A 106716 Microsoft Windows SMB2 and SMB3 Dialects Supported (remote check)

INFO N/A 11219 Nessus SYN scanner

INFO N/A 19506 Nessus Scan Information

INFO N/A 24786 Nessus Windows Scan Not Performed with Admin Privileges

INFO N/A 11936 OS Identification

INFO N/A 35705 SMB Registry : Starting the Registry Service during the scan failed

INFO N/A 56984 SSL / TLS Versions Supported

INFO N/A 10863 SSL Certificate Information

INFO N/A 70544 SSL Cipher Block Chaining Cipher Suites Supported

INFO N/A 21643 SSL Cipher Suites Supported

INFO N/A 57041 SSL Perfect Forward Secrecy Cipher Suites Supported

INFO N/A 96982 Server Message Block (SMB) Protocol Version 1 Enabled (uncredentialed
check)

INFO N/A 22964 Service Detection

INFO N/A 25220 TCP/IP Timestamps Supported

INFO N/A 121010 TLS Version 1.1 Protocol Detection

INFO N/A 136318 TLS Version 1.2 Protocol Detection
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INFO N/A 64814 Terminal Services Use SSL/TLS

INFO N/A 10287 Traceroute Information

INFO N/A 135860 WMI Not Available

INFO N/A 11422 Web Server Unconfigured - Default Install Page Present

INFO N/A 10150 Windows NetBIOS / SMB Remote Host Information Disclosure

INFO N/A 10940 Windows Terminal Services Enabled
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0 0 6 0 30

CRITICAL HIGH MEDIUM LOW INFO

Vulnerabilities Total: 36

SEVERITY CVSS
V2.0

PLUGIN NAME

MEDIUM 6.4 51192 SSL Certificate Cannot Be Trusted

MEDIUM 6.4 57582 SSL Self-Signed Certificate

MEDIUM 6.1 104743 TLS Version 1.0 Protocol Detection

MEDIUM 5.0 57608 SMB Signing not required

MEDIUM 5.0 45411 SSL Certificate with Wrong Hostname

MEDIUM 5.0 42873 SSL Medium Strength Cipher Suites Supported (SWEET32)

INFO N/A 10114 ICMP Timestamp Request Remote Date Disclosure

INFO N/A 21745 Authentication Failure - Local Checks Not Run

INFO N/A 104410 Authentication Failure(s) for Provided Credentials

INFO N/A 45590 Common Platform Enumeration (CPE)

INFO N/A 10736 DCE Services Enumeration

INFO N/A 54615 Device Type

INFO N/A 12053 Host Fully Qualified Domain Name (FQDN) Resolution

INFO N/A 108761 MSSQL Host Information in NTLM SSP

INFO N/A 69482 Microsoft SQL Server STARTTLS Support

INFO N/A 10144 Microsoft SQL Server TCP/IP Listener Detection

INFO N/A 42410 Microsoft Windows NTLMSSP Authentication Request Remote Network
Name Disclosure

INFO N/A 11011 Microsoft Windows SMB Service Detection
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INFO N/A 100871 Microsoft Windows SMB Versions Supported (remote check)

INFO N/A 106716 Microsoft Windows SMB2 and SMB3 Dialects Supported (remote check)

INFO N/A 11219 Nessus SYN scanner

INFO N/A 19506 Nessus Scan Information

INFO N/A 11936 OS Identification

INFO N/A 56984 SSL / TLS Versions Supported

INFO N/A 45410 SSL Certificate 'commonName' Mismatch

INFO N/A 10863 SSL Certificate Information

INFO N/A 70544 SSL Cipher Block Chaining Cipher Suites Supported

INFO N/A 21643 SSL Cipher Suites Supported

INFO N/A 57041 SSL Perfect Forward Secrecy Cipher Suites Supported

INFO N/A 121010 TLS Version 1.1 Protocol Detection

INFO N/A 136318 TLS Version 1.2 Protocol Detection

INFO N/A 64814 Terminal Services Use SSL/TLS

INFO N/A 10287 Traceroute Information

INFO N/A 135860 WMI Not Available

INFO N/A 10150 Windows NetBIOS / SMB Remote Host Information Disclosure

INFO N/A 10940 Windows Terminal Services Enabled
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0 0 7 0 36

CRITICAL HIGH MEDIUM LOW INFO

Vulnerabilities Total: 43

SEVERITY CVSS
V2.0

PLUGIN NAME

MEDIUM 6.4 51192 SSL Certificate Cannot Be Trusted

MEDIUM 6.4 57582 SSL Self-Signed Certificate

MEDIUM 6.1 104743 TLS Version 1.0 Protocol Detection

MEDIUM 5.8 84502 HSTS Missing From HTTPS Server

MEDIUM 5.0 57608 SMB Signing not required

MEDIUM 5.0 45411 SSL Certificate with Wrong Hostname

MEDIUM 5.0 42873 SSL Medium Strength Cipher Suites Supported (SWEET32)

INFO N/A 10114 ICMP Timestamp Request Remote Date Disclosure

INFO N/A 46180 Additional DNS Hostnames

INFO N/A 21745 Authentication Failure - Local Checks Not Run

INFO N/A 104410 Authentication Failure(s) for Provided Credentials

INFO N/A 45590 Common Platform Enumeration (CPE)

INFO N/A 10736 DCE Services Enumeration

INFO N/A 54615 Device Type

INFO N/A 43111 HTTP Methods Allowed (per directory)

INFO N/A 10107 HTTP Server Type and Version

INFO N/A 24260 HyperText Transfer Protocol (HTTP) Information

INFO N/A 108761 MSSQL Host Information in NTLM SSP

INFO N/A 69482 Microsoft SQL Server STARTTLS Support
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INFO N/A 10144 Microsoft SQL Server TCP/IP Listener Detection

INFO N/A 42410 Microsoft Windows NTLMSSP Authentication Request Remote Network
Name Disclosure

INFO N/A 11011 Microsoft Windows SMB Service Detection

INFO N/A 100871 Microsoft Windows SMB Versions Supported (remote check)

INFO N/A 106716 Microsoft Windows SMB2 and SMB3 Dialects Supported (remote check)

INFO N/A 11219 Nessus SYN scanner

INFO N/A 19506 Nessus Scan Information

INFO N/A 11936 OS Identification

INFO N/A 56984 SSL / TLS Versions Supported

INFO N/A 45410 SSL Certificate 'commonName' Mismatch

INFO N/A 10863 SSL Certificate Information

INFO N/A 70544 SSL Cipher Block Chaining Cipher Suites Supported

INFO N/A 21643 SSL Cipher Suites Supported

INFO N/A 57041 SSL Perfect Forward Secrecy Cipher Suites Supported

INFO N/A 22964 Service Detection

INFO N/A 84821 TLS ALPN Supported Protocol Enumeration

INFO N/A 121010 TLS Version 1.1 Protocol Detection

INFO N/A 136318 TLS Version 1.2 Protocol Detection

INFO N/A 64814 Terminal Services Use SSL/TLS

INFO N/A 10287 Traceroute Information

INFO N/A 135860 WMI Not Available

INFO N/A 11422 Web Server Unconfigured - Default Install Page Present

INFO N/A 10150 Windows NetBIOS / SMB Remote Host Information Disclosure

INFO N/A 10940 Windows Terminal Services Enabled
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0 0 6 0 31

CRITICAL HIGH MEDIUM LOW INFO

Vulnerabilities Total: 37

SEVERITY CVSS
V2.0

PLUGIN NAME

MEDIUM 6.4 51192 SSL Certificate Cannot Be Trusted

MEDIUM 6.4 57582 SSL Self-Signed Certificate

MEDIUM 6.1 104743 TLS Version 1.0 Protocol Detection

MEDIUM 5.0 57608 SMB Signing not required

MEDIUM 5.0 42873 SSL Medium Strength Cipher Suites Supported (SWEET32)

MEDIUM 4.3 65821 SSL RC4 Cipher Suites Supported (Bar Mitzvah)

INFO N/A 10114 ICMP Timestamp Request Remote Date Disclosure

INFO N/A 21745 Authentication Failure - Local Checks Not Run

INFO N/A 104410 Authentication Failure(s) for Provided Credentials

INFO N/A 45590 Common Platform Enumeration (CPE)

INFO N/A 10736 DCE Services Enumeration

INFO N/A 54615 Device Type

INFO N/A 12053 Host Fully Qualified Domain Name (FQDN) Resolution

INFO N/A 42410 Microsoft Windows NTLMSSP Authentication Request Remote Network
Name Disclosure

INFO N/A 10785 Microsoft Windows SMB NativeLanManager Remote System Information
Disclosure

INFO N/A 11011 Microsoft Windows SMB Service Detection

INFO N/A 100871 Microsoft Windows SMB Versions Supported (remote check)

INFO N/A 106716 Microsoft Windows SMB2 and SMB3 Dialects Supported (remote check)
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INFO N/A 11219 Nessus SYN scanner

INFO N/A 19506 Nessus Scan Information

INFO N/A 11936 OS Identification

INFO N/A 56984 SSL / TLS Versions Supported

INFO N/A 83298 SSL Certificate Chain Contains Certificates Expiring Soon

INFO N/A 42981 SSL Certificate Expiry - Future Expiry

INFO N/A 10863 SSL Certificate Information

INFO N/A 70544 SSL Cipher Block Chaining Cipher Suites Supported

INFO N/A 21643 SSL Cipher Suites Supported

INFO N/A 57041 SSL Perfect Forward Secrecy Cipher Suites Supported

INFO N/A 96982 Server Message Block (SMB) Protocol Version 1 Enabled (uncredentialed
check)

INFO N/A 25220 TCP/IP Timestamps Supported

INFO N/A 121010 TLS Version 1.1 Protocol Detection

INFO N/A 136318 TLS Version 1.2 Protocol Detection

INFO N/A 64814 Terminal Services Use SSL/TLS

INFO N/A 10287 Traceroute Information

INFO N/A 135860 WMI Not Available

INFO N/A 10150 Windows NetBIOS / SMB Remote Host Information Disclosure

INFO N/A 10940 Windows Terminal Services Enabled



18

1 0 10 1 39

CRITICAL HIGH MEDIUM LOW INFO

Vulnerabilities Total: 51

SEVERITY CVSS
V2.0

PLUGIN NAME

CRITICAL 10.0 10297 Web Server Directory Traversal Arbitrary File Access

MEDIUM 6.4 51192 SSL Certificate Cannot Be Trusted

MEDIUM 6.4 57582 SSL Self-Signed Certificate

MEDIUM 6.1 104743 TLS Version 1.0 Protocol Detection

MEDIUM 5.8 84502 HSTS Missing From HTTPS Server

MEDIUM 5.1 18405 Microsoft Windows Remote Desktop Protocol Server Man-in-the-Middle
Weakness

MEDIUM 5.0 11467 J Walk Application Server Encoded Directory Traversal Arbitrary File Access

MEDIUM 5.0 57608 SMB Signing not required

MEDIUM 5.0 42873 SSL Medium Strength Cipher Suites Supported (SWEET32)

MEDIUM 4.3 65821 SSL RC4 Cipher Suites Supported (Bar Mitzvah)

MEDIUM 4.3 58453 Terminal Services Doesn't Use Network Level Authentication (NLA) Only

LOW 2.6 30218 Terminal Services Encryption Level is not FIPS-140 Compliant

INFO N/A 10114 ICMP Timestamp Request Remote Date Disclosure

INFO N/A 46180 Additional DNS Hostnames

INFO N/A 21745 Authentication Failure - Local Checks Not Run

INFO N/A 104410 Authentication Failure(s) for Provided Credentials

INFO N/A 45590 Common Platform Enumeration (CPE)

INFO N/A 10736 DCE Services Enumeration
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INFO N/A 54615 Device Type

INFO N/A 43111 HTTP Methods Allowed (per directory)

INFO N/A 10107 HTTP Server Type and Version

INFO N/A 12053 Host Fully Qualified Domain Name (FQDN) Resolution

INFO N/A 24260 HyperText Transfer Protocol (HTTP) Information

INFO N/A 42410 Microsoft Windows NTLMSSP Authentication Request Remote Network
Name Disclosure

INFO N/A 10785 Microsoft Windows SMB NativeLanManager Remote System Information
Disclosure

INFO N/A 11011 Microsoft Windows SMB Service Detection

INFO N/A 100871 Microsoft Windows SMB Versions Supported (remote check)

INFO N/A 106716 Microsoft Windows SMB2 and SMB3 Dialects Supported (remote check)

INFO N/A 11219 Nessus SYN scanner

INFO N/A 19506 Nessus Scan Information

INFO N/A 11936 OS Identification

INFO N/A 66173 RDP Screenshot

INFO N/A 56984 SSL / TLS Versions Supported

INFO N/A 10863 SSL Certificate Information

INFO N/A 70544 SSL Cipher Block Chaining Cipher Suites Supported

INFO N/A 21643 SSL Cipher Suites Supported

INFO N/A 57041 SSL Perfect Forward Secrecy Cipher Suites Supported

INFO N/A 94761 SSL Root Certification Authority Certificate Information

INFO N/A 96982 Server Message Block (SMB) Protocol Version 1 Enabled (uncredentialed
check)

INFO N/A 22964 Service Detection

INFO N/A 11153 Service Detection (HELP Request)

INFO N/A 25220 TCP/IP Timestamps Supported
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INFO N/A 121010 TLS Version 1.1 Protocol Detection

INFO N/A 136318 TLS Version 1.2 Protocol Detection

INFO N/A 64814 Terminal Services Use SSL/TLS

INFO N/A 10287 Traceroute Information

INFO N/A 11154 Unknown Service Detection: Banner Retrieval

INFO N/A 135860 WMI Not Available

INFO N/A 11422 Web Server Unconfigured - Default Install Page Present

INFO N/A 10150 Windows NetBIOS / SMB Remote Host Information Disclosure

INFO N/A 10940 Windows Terminal Services Enabled




