
COUNTY OF DEL NORTE
Office of the County Counsel

981 "H" Steet, Suite 220
Ctescent Ciq,, CA 95531

Phone (707) 464-7208 Fax (707) 465-0324

Joel Campbell Blait, County Counsel
Apr:d,30,2027

VIA EMAIL

ScottA. McMillan
The McMillan Law Firm
4670 Nebo Drive, Suite 200
La Mesa, C1'91941,-5230

Re: Demand for Production of Election Recotds, Del Norte County Registrar
ofVotets, Lptil6,2021

Deat Mt. McMillan,

Below is the tesponse to your Public Recotds Act request from the Del Notte County
Registrar of Votets ("ROV"). The estimated date by which tesponsive records are expected
to be available is May 37,2021.

1. Provide those documents identi$'ing, by date, time and means, all synchronizaion
transmissions between the Califomia Sectetary of State and the county Registrar of Voters

The ROV does not possess records responsive to this request.

2. Provide those documents with the results of each synchtonization transmission between
the Califotnia Secretary of State and the county Registrar of Voters, by number of regisftants
conftmed as valid, and those thatare identifred as invalid.

The ROV does not possess records responsive to this request.

3. Provide those documents which reflect notifications from the Secretary of State
requesting or directing modifications to a voter's registration tecord between September 1,

2020 and Novembet 75,2020.
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The ROV possesses records responsive to this request. Voter registration information is

confidential and cannot be disclosed except as specified in Elections Code section 21'94.To
receive voter registration data, please contact the ROV at anorthrup@co.del-norte.ca.us, and

pay the tequisite fee.

4. Provide those documents that reflect, in summary fotm, the modifications to the voter
registtation record, by date, time, and by any unique voter tegistration numbet or name of
voter, for those records modified between September 7,2020 and November 75,2020.

The ROV possesses records responsive to this request. As mentioned above, voter
registratron information is confidential and cannot be disclosed except as specified in
Elections Code section2194. To receive voter registratton data, please contact the ROV at

anofihrup@co.del-norte.ca.us, and pay the requisite fee.

5. Provide those documents identifying where, by geographic location, ballots were counted

in the County between October 75,2020, through November 30,2020.

The ROV counted ballots at the Flynn Administtative Building, 981 H Street, Crescent City,
cA 95531.

6. Provide those documents, i.e., logs, narratives of inspection, cteated between Septembet
1,,2020 and November 15, 2020 rcflecang "Active management (inventory, ftacking, and

coneclion) of all software on the netwotk so that only authotized software is installed and

can execute" took place in compliance wLth2 CCR S 1906a@)Q).

Records that descdbe potential vulnetabilities and the ROV's resolution of such risks ate

exempt from disclosure pursuant to Government Code section 6254(aa),6254.L9 and 6255

and Titie 2 Cahfornta Code of Regulations section 19064.

7. Provide those documents, i.e., logs, narratives of inspection, cteated between September
7, 2020 and Novemb er 75, 2020 reflecting "active management (tracking, repotting, and

correction) of the security configuration of laptops, servers, and wotkstations in ordet to
prevent attackers from exploiting vulnerable services and settings" took place in compliance

wrth2 CCR S 19064(c)(3).

Records that describe potential vulnetabilities and the ROV's resolution of such risks are

exempt from disclosure pursuant to Government Code section 6254(aa),6254.19 and 6255

and Tide 2 Cahfornia Code of Regulations section 19064.

8. Provide those documents, i.e., logs, narratives of inspection, cteated between Septembet
7,2020 and November 75,2020 reflecting "Active management (tracking, control, and
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cottection) of the ongoing operational use of ports, protocols, and services on networked
devices in otder to minimize r,'ulnetabilities available for rttack" took place in compliance
with 2 CCR $ 1906a(c)(9).

Records that desctibe potential r-ulnerabilities and the ROV's resolution of such dsks are
exempt from disclosure pursuant to Government Code section 6254(aa),6254.1,9 and 6255
and Title 2 Cahfornra Code of Regulations section 19064.

9. Provide the log files for all data ttafftc, including connection requests accepted and
refused, between the county's election information file and any other
location between September 7,2020 and November75,2020.

This request seeks information security recotds that are exempt from disclosure pursuant to
Government Code section 6254(aa), 6254.1,9 and 6255 and 2 Cabfornia Code of Regulations
section 19064.

10. Provide those documents, i.e., logs, nartatives of inspection, created
between September 1,2020 and November 15, 2020 refTecnne " Tracking, controlling,
preventing, and cortecting the secutity use of wireless local arca networks, access points, and
wireless client systems" which took place in compliance with 2 CCR $ 1906a(c)(15).

This request seeks information security records that are exempt from disclosure pursuant to
Government Code section 6254(aa), 6254.19 and 6255 and 2 Cahfornia Code of Regulations
section 19064.

11. Provide those documents, i.e., logs, narratives of inspection, created
between September 7,2020 and November 15, 2020 teflecttnE the inventory and
identification of all witeless connections in the County's ballot processing location

This request seeks information secufiry records that are exempt from disclosure pursuant to
Government Code section 6254(aa), 6254.19 and 6255 and 2 Caltfornia Code of Regulations
section 19064.

12. Provide those documents, i.e., logs, nanatives of inspection, created
between September 1. , 2020 and Novemb er 75, 2020 reflecting the invento ty and
identification of all wireless-capable devices in the County's ballot processing location.

This tequest seeks information security records that arc exempt from drsclosure pursuant to
Govetnment Code section 6254(aa), 6254.19 and 6255 and 2 Cahfornia Code of Regulations
section 19064.
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13. Provide those documents, identifying by serial flumber, MAC addtess, device, and
location, and the custodian of, all witeless-capable devices in the County's ballot ptocessing
location between November 2, 2020 and Novemb et 13 , 2020.

This request seeks information security records that are exempt from disclosute pursuant to
Government Code section 6254(aa), 6254.1,9 and 6255 and 2 Caltfornia Code of Regulations

section 19064.

14. Provide those documents, reflecting any incident response infiastructut. (e.g., plans,

defined roles, ttaining, communications, and management oversight) operational pdor to
October L5,2020, which took place in compliance with 2 CCR $ t906a(c)(19).

Please find attached County Clerk/Registrar of Voters ("CCROV") Memorandum #19084
from the Sectetary of State, Office of Election Cybersecurity dated September 20,201.9 rc:

Pnrnary Election: Recommendations of Minimrzing Cybet Risk.

15. Provide those documents, reflecting ftaining on any incident response infrastructute
(e.g., plans, defined roles, training, communications, and management oversight) prior to
October 15,2020.

Please find attached County Clerk/Registrat of Voters ("CCROV") Memorandum #1,9084
from the Secretary of State, Office of Election Cybetsecutity dated Seplernber 20,20L9 rc:

Primary Election: Recommendations of Minimizing Cyber fusk.

16. Provide those documents, teflecting toles on any incident response inftastructure (e.g.,

plans, defined roles, training, communications, and management oversight) prior to Octobet
15,2020.

Please find attached County Clerk/Registrat of Voters ("CCROV") Memorandum #19084
from the Secretary of State, Offrce of Election Cybersecurity dated September 20,201.9 rc:

Primary Election: Recommendations of Minimizing Cyber Risk.

17. Provide those documents, reflecting communications on any incident response

infrastructure (e.g., plans, defined toles, ttaining, communications, and management
oversight) prior to October 15,2020.

Please find attached County Clerk/Registrar of Voters ("CCROV") Memorandum #19084
fiom the Secretary of State, Office of Election Cybersecurity dated September 20,201,9 rc:

Pdmary Election: Recommendations of Minimizing Cybet Risk.
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18. Ptovide those documents, reflecting management oversight on any incident response
infrasttucture (e.g., plans, defined roles, ftaining, colnmunications, and management
oversight) prior to October 15,2020.

Please find attached County Cletk/Registrar of Voters ("CCROV") Memorandum #19054
ftom the Secretary of State, Office of Election Cybersecurity dated September 20,2019 rc:
Primary Election: Recommendations of Mirumizing Cyber fusk.

19. Provide those documents teflecting the hardware and software system configurations of
the Election Management System ("EMS").

This request seeks informatton security records that are exempt from disclosure pursuant to
Govetnment Code section 6254(aa), 6254.19 and 6255 and 2 Caltfornia Code of Regulations
section 19064.

20. Provide those documents teflecting the memory sticks and similar technology that
contain software andf or data used in the Novembet 2020 election.

This tequest seeks information security records that are exempt ft'om disclosure pursuant to
Government Code section 6254(aa), 6254.19 and 6255 and 2 Caltfornia Code of Regulations
section 19064.

21. Ptovide those documents reflecting the EMS opetating system, adjudication, ranked
choice voting, and election event designer logs.

This request seeks information security records that ate exempt ftom disclosure pursuant to
Government Code section 6254(aa), 6254.19 and 6255 and 2 Cahfornia Code of Regulations
section 19064.

22. Prcvtde those documents reflecting the identity of each person that has accessed the
touters fot the county's EMS and election infotmation systems between October 15,2020
and November13,2020.

This request seeks infotmation security records that are exempt from disclosure pursuant to
Government Code section 6254(aa),6254.19 and 6255 and 2 Cahfomia Code of Regulations
section 19064.

23. Provrde those documents which identi$' all persons, not pemanendy employed by the
Count/, who accessed servets or routers of the EMS and election information system
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between October 75,2020 and Novemb er 74,2020.

This request seeks information security records that are exempt from disclosure pursuant to
Government Code section 6254(aa),6254.1.9 and 6255 and2 Cahfomia Code of Regulatrons

section 19064.

24. Prcvide documents which identify all persons authorized by the county who accessed

servers or routers of the EMS and election information system between October 1'5,2020

and November 74,2020.

This request seeks information security tecords that are exempt from disclosure pursuant to
Government Code section 6254(aa), 6254.19 and 6255 and 2 Caltfornia Code of Regulations

section 19064.

25. Ptovide those documents which identiSr all petsons with USB ot "flash drives" that
were allowed access to any location where votes wete tallied ot processed in the County,

This request seeks information secutity tecords that are exempt from disclosure pursuant to
Government Code section 6254(aa), 6254.1.9 and 6255 and2 Caltfornia Code of Regulatrons

section 19064.

26. Provtde those documents which identify all persons with sign-on authentication
authorization as a direct user to the ct-rurty's EMS and election infolnation systenr between

September 75,2020 and December 7,2020.

This request seeks information security records that are exempt from disclosure pursuant to
Govetnment Code section 6254(aa), 6254.1.9 and 6255 and 2 Caltfomia Code of Regulations

section 19064.

27. Provide the log fi.les for the county's EMS and election information system with entries

between Septembet 1,5,2020 and December 1,,2020.

This request seeks information secutity recotds that ate exempt from disclosure pufsuant to
Government Code section 6254(aa), 6254.19 and 6255 atd 2 Cabfotnia Code of Regulations

section 19064.

28. Ptovide those documents or tecotds reflecting a network topology plan or map

referencing the devices attached each other device within the county's EMS and election
infotmation system.
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Gor.etnment Code section 6254(aa), 6254.19 and 6255 and 2 Cahfornia Code of Regulations
section 19064.

29. Ptovide those documents or records reflecting memory sticks and similar technology
that contain softwate andf or data used in the November 2020 elecron.

This request seeks information secutity records that are exempt fiom disclosure pursuant to
Government Code section 6254(aa), 6254.19 and 6255 and 2 Caltfornia Code of Regulations
section 19064.

30. Provide those documents or tecords reflecting the log monitodng tools used to send
real-time alerts and notifications.

The ROV does not possess records responsive to this request.

31. Ptovide the "teal-time aletts and notifications", as referenced in 2 CCR 19064(e)(3) sent
between September 1,2020 thrcugh December 70,2020.

The ROV does not possess records responsive to this request.

32. Providethosedocumentsorrecordsteflectingreview, atzny time,of "anyeffors,
abnotmal activities, and any system configutation changes", identified between Septembet 1,
2020 throush December 70,2020.

The ROV does not possess records responsive to this request.

33. Provide those documents ot recotds teflecting Tabulator machine reports and error rate
histoties/logs.

The ROV does not possess records responsive to this request.

34. Ptovide those documents which reflect "any effors" in the county's EMS and election
information system identified between September 7,2020 through December 10,2020.

The ROV does not possess records responsive to this fequest.

35. Provide those documents which teflect "abnormal activities" in the countyrs EMS and
election infotmation system identified between September 1,2020 through December L0,
2020.
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The ROV does not possess records tesponsive to this request.

36. Provide those documents which teflect "system configuration changes" in the countyrs

EMS and election information system identifred between Septembet 7,2020 through
December 1,0,2020.

The ROV does not possess records responsive to this request.

37. Provide those documents which teflect "unauthorized use" in the county's EMS and

election information system identifred between September 7, 2020 thtough December 1 0,

2020.

The ROV does not possess records responsive to this request.

38. Provide those documents which reflect "suspected bteach" in the county's EMS and

election information system identified between Septembet 7,2020 through Decembet 10,

2020.

The ROV does not possess records responsive to this request.

39. Ptovide those documents which teflect "denial of service attack " in the county's EMS
and election information system identified between Septembet 7,2020 through Decembet
10,2020.

The ROV does not possess records tesponsive to this request.

40. Provide those documents which teflect Native ballot scanned images.

Copies of ballot are exempt flom disclosure pursuant to law. (See Cal. Const. art.7, $1 and

art. II, $7, Govt. Code $ 6254(k), Elections Code $\ 2300(a)@ and 3107@), Evidence

Code $ 1050, and Elections Code $$ 15370 and 1,7301) (Citiryns Oue'rsight, Inc. u. Vu Q019) 35

Cal.App.5'h 612.)

41. Provide those documents reflecting a report to the Secretary of State Elections Division
Help Desk of a "detected unauthorized use, suspected breach, or denial of sewice zttack"
between September 1,,2020 thtough December 70,2020, as required under 2 CCR 19064

(g).

The ROV does not possess records responsive to this request.
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42. AlI records reflecting change in registration status submitted to the statewide voter
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system by the county due to felony status processed between September 1,,2020, and
November 10,2020.

The ROV possesses records tesponsive to this request. As mentioned above, voter
registration infotmation is confidential and cannot be disclosed except as specified in
Elections Code section2194. To receive r.otet registration data, please filIout the attached
application, send a completed application to anorthlup@co.del-norte.ca.us, and pay the
requisite fee.

43. All tecotds reflecting change in registtation status submitted to the statewide voter
system by the county due to federal felony status processed between September 1,2020, and
Novembet 70,2020.

The ROV possesses records tesponsive to this request. As mentioned above, voter
tegistration information is confidential and cannot be disclosed except as specified in
Elections Code section21.94. To receive voter registration data, please fill out the attached
application, send a completed application to anorthrup@co.del-norte.ca.us, and pay the
tequisite fee.

44. All records reflecting change in registration status submitted to the statewide voter
system by the county due to county death tecords reflecting voter to be deceased processed
between September 7,2020, and Novembet 70,2020.

The ROV possesses recotds tesponsir.e to this request. As mentioned above, voter
registradon information is confidential and cannot be disclosed except as specified in
Elections Code section2194. To teceive voter registration data, please fill out the attached
application, send a completed application to anorthrup@co.del-norte.ca.us, and pay the
requisite fee.

45. AU tecords reflecting the total cancellations ditected by the Secretary of State processed
by the county between September 7,2020, and November 70,2020.

The ROV possesses recotds responsive to this fequest. As mentioned above, voter
registration information is confidential and cannot be disclosed except as specified in
Elections Code section2194. To teceive voter registratton data, please fillout the attached
application, send a completed application to anorthrup@co.del-norte.ca.us, and pay the
requisite fee.

46. All records teflecting searches of county felony records between September 1.,2020, and
November 1,0,2020.
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The ROV does not have tecotds responsive to this request.

47 . AlI records reflecting searches of county death recotds between Septembet 7,2020, and
Novembet 1,0,2020.

The ROV does not have records responsive to this request.

48. All records reflecting county searches of DMV Change of Address (DMV COA)
between September 1,2020, and November 70,2020.

The ROV does not have records tesponsive to this request.

49. All records reflecting total submissions by changes in the registration tecord to the

statewide voter registration system in accordance with Section 19061, between September 1,

2020, and Novembet 1,0, 2020.

The ROV possesses tecords responsive to this request. As mentioned above, voter
registration information is confidential and cannot be disclosed except as specified in
Electrons Code section21,94. To receive voter registration data, please fill out the attached

applicatron, send a completed application to anorthrup@co.del-norte.ca.us, and pay the
requisite fee.

50. Those documents reflecting the dates of certifications of infotmation provided to the

Secretary of State according to 2 CCR S 19086(b).

The ROV is in possession of documents responsive to this request. Please see attached the
Statement of Registration Certifications

51. Those documents reflecting the date of genetation of the offrciallist extract from the

statewide voter registtation system fot the purpose of conductingthe 2020 General Election.

The date of generation of the official list extract ftom the statewide voter tegistration system

for the purpose of conductingthe 2020 General Election is October 28.2020.

52. Those documents reflecting the date of each subsequent or supplemental tosters, aftet
the initial roster for the purpose of conductingthe 2020 Genetal Election.

The ROV does not have records responsive to this request.
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53. AII certifications executed by any county election official for the November 3,2020
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General Election.

The ROV possesses recotds responsive to this request. Please see attached the Certified
Results of the November 3,2020 General Election.

54. The number of ballots determined by the county through adjudication for the
Novembet 3, 2020 election.

The ROV staff is diligently revierving its records to provide the number of ballots
determined by the County of Imperial thtough adjudication for the November 3,2020
Genetal Election. The ROV intends to ptovide you with this information once it becomes
available.

55. AII ballots duplicated by the county through adiudication for the November 3,2020
election.

Voted ballots andf or duplicates of voted ballots are exempt from disclosure under the
Public Recotds Act and will not be disclosed. (See Gov. Code$$ 6254Qi,6255(a);Elec.
Code$$ 2300(a)(4),15370,15630, 77301,17302; Citizens Oversight, Inc. v. Vu (2019)
35 Cal.App.5th 612; Cal. Const. art. II, sec. 7.)

56. Those documents that identi$' the records of ballots duplicated for the November 3,
2020 electton.

To the extent this request seeks ptoducuon of the actual ballots themselves, such records are
exempt from disclosure pursuant to Govetnment Code sections 6254Q<) and 6255, the
Califotnia Constitution, article II, Section 7, and Elections Code sections 15370 (after ballots
ate counted and sealed, the elections official may not open any ballots nor permit any ballots
to be opened), 15630 (all ballots, whether voted or not, and any other relevant material, may
be examined as part of any tecount if the voter filing the declaration requesting the recount
so requests) and 1,7302 (packages containing ballots and identification envelopes shali be
kept by the elections official, unopened and unalteted, for six months from the date of the
election).

57. Those documents that identi$' the tecotds of ballots adjudicated for the November 3,
2020 election.

The ROV does not possess records responsive to this request.

58. Those documents that identifi the tecords of changes to ballots made for the
November 3, 2020 election.
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The ROV does not possess records tesponsive to this request.

59. All correspondence, whether such cortespondence occurted by physical letter, email,
text message, with any person employed by or affitated with Dominion Voting Systems, Inc.
between April 1, 2019 through December 10,2020.

The ROV has records responsive to this request, and will produce them as soon as they are

ready.

60. All correspondence, whether such correspondence occurred by physical lettet, email,
text message, with afly person employed by ot afftJtated with the California Secretary of
State's Office of Voting Systems Technology Assessment between Apdl 1, 2019 through
December 70,2020.

The ROV has recotds responsive to this request, and will produce them as soon as they are

ready.

61. All electronic documents containing the phtase "Image Cast Remote 5.10"

The ROV is diligendy reviewing its electronic recotds to determine whether it possesses

documents containing the above phtase. The ROV rntends to provide you with those
documents if and when they become available.

62. All electtonic documents containing the phrase "Image Cast Remote 5.10A".

The ROV is diligently reviewing its electronic records to determine r.vhether it possesses

documents containing the above phrase. The ROV intends to provide you rvith those
documents if and when they become available.

63. All electronic documents containing the phrase "Image Cast Remote 5.2"

The ROV is diligendy reviewing its electronic records to determine whether it possesses

documents containing the above phrase. The ROV intends to provide you with those
documents if and when they become available.

64. All. electronic documents containing the phrase "Suite 5.10A"

The ROV is diligendy reviewing its electronic records to detetmine rvhether it possesses

documents containing the above phrase. The ROV intends to provide you with those
documents if and when they become available.
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65. All electronic documents containing the phrase "Suite 5.10".

The ROV is diligendy teviewing its electronic records to determine whether it possesses
documents containing the above phrase. The ROV intends to provide you with those
documents if and when they become available.

66. All electronic documents containing the phrase "Suite 5.2"

The ROV is diligendy teviewing its electtonic tecords to determine whether it possesses
documents containing the above phrase. The ROV intends to provide you with those
documents if and when they become available.

67. Alt electtonic documents contafuring the phtase " ImageCast Evolution 5.10.9.3"

The ROV is diligendy teviewing its electronic records to detetmine whether it possesses
documents containing the above phrase. The ROV intends to provide you with those
documents if and when they become avatlable.

68. All electronic documents containing the phrase " ImageCast ICX 5.10.11.11."

The ROV is diligently teviewing its electronic records to determine whether it possesses
documents containirig the above phtase. The ROV intends to provide you with those
documents if and when they become available.

69. All electtonic documents containing the phrase "Eric Coomer"

The ROV is diligendy teviewing its electronic tecords to determine whether it possesses
documents containing the above phrase. The ROV intends to provide you r.vith those
documents if and when they become available.

Campbell-Blair

County Counsel
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